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DISCIPLINE: Host Protection

Discipline Roadmap for: Virus Protection — Desktop/Server

Current

2 Years

S Years

Baseline Environment

Desktop/Workstation

McAfee Anti Virus
Trend Micro (Anti-virus)

v

Norton Antivirus

vvy

CA eTrust
F-Prot
Sophos

Retirement Targets

Tactical Deployment

McAfee

Trend Micro
Symantec (Norton)
CA eTrust (inoculator)

Strategic Direction

Those products that contain
integrated anti-virus with
centralized management.

Mainstream Platforms (must be supported)

McAfee, Trend Micro, Symantec (Norton), CA eTrust

Containment Targets

F-Prot, Sophos +——

Emerging Platforms

MS Windows Live OneCare

Implications and Dependencies

Independent of the perimeter virus protection. New signature files and signature updates must be kept current.
Vendor must deliver consolidated management console.

Roadmap Notes




DISCIPLINE: Host Protection

Discipline Roadmap for: Virus Protection — Desktop/Server

m Discipline Boundaries:

O To be used at the Desktop or on a Server. For, example virus protection running on the employee’s
desktop that scans the email prior to the email software opening the attached file.

m Discipline Standards:
m Migration Considerations:
m Exception Considerations:

m Miscellaneous Notes:
O There are no virus protection protocols.

m Established
O August 25, 2004

m Date Last Updated:
O August 23, 2006

m Next Review Date:
a August 2007



